Regles de pare-feu

Le LAN par défaut autorise tout, le WAN rejete tout et la DMZ aussi.
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Firewall / Aliases / Edit

Mame Ny_Private_Metwork
A-Z, -9 and "

The name of the alias may anly consist of the characters "a-z. A

Description

A descriplion may be entered here for administrative reference (not parsed).
Type Natworki(s) m

Metworks are specified in CIDR format. Select the CIDR mask that pertains to each entry. /32 specifies a single IPvd host, /128 specifies a single IPvE
host, /24 specifies 255.255.255.0, /64 specifies a normal IPvE network, efc. Hostnames (FODNS) may also be specified, using a /32 mask for IPv4 or
/128 for IPvE. An IP range such as 192.168.1.1-192.168.1.254 may also be entered and a list of CIDR networks will be derived to fill the range.
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Himnt

Regles DMZ

Pour la DMZ, on refuse l'acces au pare-feu (administration).

Action I Block [l I
Chooge what to do with packets that match the critena specified below.

(TCP RST or ICMP port unreachable for UDP) is returned to the sender,
discarded

Hint: the differance between block and rejeet is that with reject, a
whereas with block the packet Is dropped sllently. In either case, the original packet is

Disabled [ | Disable this rule
Sat this option 1o dizable this nule without rernoving it from the list.

[

Interface DMZ

Choosa the interface from which packets must come to match this rule.

Address Family IPva "
Salect the Imternst Protocol version this rule applies to
M|

j

TCP
Choosa which IP protocol this rube should match

Source | | Invert match any hl

- Jrp—

he Source Port Range for 8 connection is typ l:Fa"',' random and almost never equal fo the destination port. In most cases this s=tt Mg MUsT remain at

15 default value, any

Destination [ | Invert match This firawall (self) 1~ tinatkon Acdr
Destination PortRange  (0ther) N EE | (other) v [Lioaaz |
Ta Custom

From Cushor
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Specity the destination port or p

Log [ Log packets that are handled by this rule
Hint- the firewall has imited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (sze
the Status: System Logs: Settings page)

range tor this rule. The "To™ held may be lalt ampty it only hiltaring a single port.

Description BLOCK Wab Interface

A geSepnon Midy D ernered hene for administrative reference. A maximum of 52 characters will be used in the rulaset and displayed in the firewal
og

oot Y

On bloque I'acces au LAN.

Floating WAN LAM DMEZ

Rules (Drag to Change Order)

0 States  Protocol Source Port  Destination Port Gateway  Queue  Schedule Description

0 X G008 IPvaTce . . Thiz Firewall 10443  * none BLOCK Web Interface L SE00

v 008 1Pyg . " b " w none L L00m

—El L) O G0

Edit Firewall Rula
= :

Choose what to do with packets that match the critena specified below.
Himt: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped sllently. In either case, the original packet is discarded
Disabled [ Disable this rule
Set this oplion to disable this rule withouwt removing it from the list.

Interface DMZ w

Choose the interface from which packets must come to match this rule.

Address Fami IPvd+IPvE T

Select the Imtemet Frotocol version this rule applies to

- G

Chioase which P protocol this rule should match.

Source [ Invert match ' || | Source Address

Destination

Single hast or alias

Leg [] Log packets that are handled by this rule
Hint: the firewall has imited local log spece. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (s=e
the Status: System Logs: Settings page)

Destination [ ] Invert match My_Private_Network

Description BLOCK Access 1o LAN

A description may be entered here for administrative reference. A maxinwum of 52 characters will be used in the ruleset and displayed In the firewal
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Rules (Drag to Change Order)

States  Protocol Source Port  Destination

X 0/0B IPw46* * * Wy_Private_Metwork
x 0/0B IPvd TCP . = This Firewall
0 « o0/0B 1P * = = -
Revision #1

Created 16 March 2021 20:13:33 by Khroners
Updated 5 July 2021 15:28:36 by Khroners

Port

10443

Gateway

"

Quews

none

none

none

Schedule

Description
BLOCK Access to LAM

BLOCK Web Interface

Actions

LAD0E
& SO00E
L SO00m
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